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INTRODUCTION
Now a day’s biometric systems are gradually 

gaining recognition as a technical tool for a 
variety of applications, including organizational 
security, data protection, and attendance 
tracking, among others [1,2]. It is also clear that 
securing data, information, and organizations 
is critical across all four generations [3-5]. 
Initially, security approaches were significantly 
different from those utilized when technology is 
incorporated in the security process. Passwords, 
patterns, and biometric access are some of the 
technical security mechanisms now in use [6, 
7]. Biometrics is the practice of examining and 
comparing an individual’s unique physiological 
patterns in a way to correctly  identify the human 
. Not all physical traits are important to this goal 

[8–9]. The intrinsic desired in biometrics relies 
on the application and includes uniqueness, 
measurability, acceptability, universality, 
stability, efficiency, and imperviousness [10, 11].

Biometric technology is among latest rapid 
growing technology   in which human traits 
such as faces, fingerprints, palms, retina, and iris 
scans are employed for data collection, security, 
data access etc [12, 13]. Biometrics, despite its 
vast scope, is not a new topic, and technological 
advancements have aided in its use. For example, 
early identification was done using thumb 
imprints, which were inked and recognized using 
a magnifying lens [14, 15]. Biometric technology 
is classified into two categories: behavioral 
and physiological biometrics [16, 17]. Figure 1 
depicts many kinds of biometric technology.
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The increasing rise in electronic crimes has underlined the critical need 
for strong authentication techniques that enforce strict access control and 
data protection. Biometric authentication is a potential method that uses 
distinct physiological (like palm, eye retina, fingerprints etc.) and behavioral 
(like signature, keystroke etc.) traits for identity verification. This research 
compares touch based versus touch less biometric systems, focusing on 
performance, accuracy, and user acceptability. Addressing a gap in existing 
security standards, the study investigates the rising move towards touch 
less biometric driven by the desire to avoid physical contact and disease 
transmission. The research findings provide light on the potential of touch 
less technology to provide a more sanitary and dependable alternative to 
traditional procedures, with implications for wider adoption across a variety 
of sectors.
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Fig.1 Categories of biometric security

2. LITERATURE REVIEW
Biometric securities have advanced 

significantly in recent years, notably in terms of 
touch based and touch less modality. Touched 
biometric systems, such as fingerprint and palm 
print identification, have been widely researched 
for their dependability and broad use [30-39]. 
However, issues remain in terms of sanitation 
and vulnerability to spoofing attacks. Recent 
research has looked into the integration of 
behavioral biometrics, such as touch dynamics, 
to improve security. For example, Dave et al. [51] 
suggested a touch-movement-based continuous 
authentication schema that uses machine 
learning techniques and showed promising 
results in user verification.

In contrast, touches less biometric systems 
have grown in popularity, particularly in light 
of the COVID-19 epidemic, which highlighted 
the necessity for contactless alternatives. 
Advances in deep learning have accelerated 
the development of contactless fingerprint 
identification technologies. Chowdhury and 
Imtiaz [52] performed a thorough evaluation 
to demonstrate the effectiveness of deep 
learning algorithms in improving the accuracy of 
contactless fingerprint recognition. Furthermore, 
the incorporation of face recognition technology 
into businesses such as the UAE oil and gas sector 

demonstrates the practical uses and advantages 
of touch less biometrics in improving security 
measures [1-5][40-45]. 

However, the uses of touch less technologies 
have raised questions about data security and 
privacy. The idea of inverse biometrics, where 
biometric templates might possibly be recreated, 
offers major privacy dangers, needing strong 
encryption and data security methods [45-55]. 

2. METHODOLOGY 
This study adopts a systematic approach, 

beginning with a thorough literature review 
to gain insight into the current state of 
biometric technology, with an emphasis on 
both physiological and behavioral sent status 
of biometric technology, with an emphasis on 
both touch based and touch less biometrics. The 
evaluation draws on trustworthy sources to in–
vestigate the effectiveness, accuracy, and user 
acceptance of various technologies. Following 
the literature study, a comparison analysis is 
performed, with particular qualities chosen from 
each area. Furthermore, the study examines how 
different health and hygeine factors impacts the 
adoption of biometric technology, specifically 
the shift of biometric security system from touch 
based to t touch less systems . This component 
entails recognizing new trends and evaluating 
the possibility of touch less biometrics to reduce 
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disease transmission while maintaining strong 
security for different purposes.

BEHAVIORAL BIOMETRIC
Behavioral biometrics may be characterized 

more specifically as the utilization of human 
actions such as how someone walks, types, and 
signs. The behavioral patterns of human are not 
fixed they can be change with time of condition 
[18]. Biometrics based on behaviors gained 
popularity with the emergence of the pandemic 
owing to the requirement for touch less systems 
[19, 20]. Since 2019, behavioral biometrics has 
gained popularity, and many academics are 
researching on these technologies. The fact that 
users do not need to make contact with the 
biometric device to use it, which prevents the 
spread of infectious illnesses, is the primary 
driver of this acceptance [21]. 

3.1 One Signature  
It is worth noting that signatures are quite 

common as biometric signatures. Automated 
biographical signatures, that is, the signature 
can analyse numerous distinguishing factors 
such as strokes, pressure, and other writing 
characteristics. [22] 

3. 2 Gait Recognition 
It is noteworthy to note, however, that 

each individual has a unique walking style. 
Gait recognition is not actively used owing to 
issues such as the need for huge datasets, less 
convenient patterns, and so on; nonetheless, the 
research is still ongoing [23-25]. 

3.3 Keystroke Dynamics  
Keystroke dynamics are primarily concerned 

with the behavior of a person using a keyboard. 
While this approach is new in biometric security, 
research is ongoing in this area [26]. 

3.4 Voice 
Every person has a unique and distinct 

voice, which includes characteristics such as 
frequency, harmonic richness, and intensity [1, 
3]. Other characteristics distinguish them, such 
as language, accent, method of speech, and 
even tempo. In speech recognition systems, for 
example, the human voice is often converted 
from analogue to digital form and then evaluated 
as a pattern or a piece of text with the goal of 
identifying [4]. Behavioral biometrics refers 
to human behavioral characteristics such as 
movement, walking, keyboard, signature, and so 
on [12]. Figure 2 illustrates the voice recognition 
method.

3.5 Handwriting 
This is also known as behavioral biometrics, as 

it captures handwriting-related characteristics. 
Because we all write differently, handwriting 
may easily be utilized to authenticate persons. 

4. PHYSIOLOGICAL BIOMETRIC 
Physiological biometrics is the utilization 

of physical characteristics of the human body, 
such as vivid iris and retina, face recognition, 
fingerprints, and palm prints [26–27].
Physiological patterns of human are fixed and 
unique. In Physiological biometric category 
some features can be used as touched biometric 
like finger print and some can be used as touch 
less like eye retina, face recognition etc.

4.1 Eye Retina and iris of human eye
Biometrics uses nerve patterns in the back 

of the eye, known as the retina, where as the 
colored area of the eye is known as the iris. 
Figure 3 illustrates the anatomy of the human 
eye. Everyone has a unique arrangement of blood 
vessels in their eye retina, retinal identification 
is extremely accurate and impossible to falsify. 

Fig. 2. Eye retina and iris scan of human eye
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4.2 Fingerprint for Biometric 
Finger print identification is one of oldest 

biometric authentication method, even this 
method was used before invention of technology. 
Fingerprint identification is one of the most 
widely utilized authentication systems today, 
with applications ranging from commercial, civil, 

and forensic [28]. Over the last decade, research 
on fingerprint-based identifying systems has 
gotten extremely accurate. In this method front 
part of the human finger is used for unique 
identification. Front part of human finger print 
is collectively referred to as minutiae include 
ridges, bridges, loops, and more. Figure 3 (a, b) 
explains the fingerprint minutiae.

  
Fig. 3(a). Fingerprint detailed minutiae

Fig. 3(b). Fingerprint detailed minutiae

4.3 Face recognition
The face recognition technique is a popular 

biometric approach that uses facial traits 
to identify people. This procedure is rather 
affordable [29].In this method face geometry is 
captured for identification and authentication 
purpose. This method is touch less biometric 
security method 

4.4 Palm recognition 
Palm recognition is touched and a 

physiological kind of biometrics. This approach 
detects a person by focusing on their palm. Aside 
from the four principal applications of the palm 
listed above, other areas include pores, lines, and 

ridges [3]. Figure 7 depicts several parts of the 
palm. 

•	 i. Interdigital: The upper limb’s extremity, also 
known as the hand’s outermost or terminal 
limb. 

•	 ii. Hypothenar: This is by far the largest portion 
of the palm and is found where the fingers are 
arranged. 

•	 iii. Thenar: This is the region near the thumb 
of the palm but on the rim. 

•	 iv. Principle. Lines: These are the palm’s 
prominent or big lines. Palm recognition is a 
physiological approach of biometric security. 
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Fig. 4. Human Hand Palm

TOUCH BASED BIOMETRIC 
TECHNIQUES

Touch based biometric systems needs physical 
touch with the sensor/device like finger print, 
palm scanner etc. These systems are bit slower 
due to physical contact process. By using these 
systems user can feel intrusive or inconvenient 
[13][44]. Although its performance and accuracy 
is high but may degrade with dirt, moisture, 
wear, latent prints or spoofing. Touch based 
systems can be easily installed in Offices, ATMs, 
door access, smart phones etc[1][2][46].

TOUCH LESS BIOMETRIC TECHNIQUES
These systems don’t need any physical touch 

with sensors like Face recognition, iris scanning, 
voice recognition, and touch less fingerprinting 
.these systems are also good in accuracy but can 
be affected by environment factors like light etc 
[40-45].

COMPARISON BETWEEN TOUCH 
BASED AND TOUCH LESS BIOMETRIC 
TECHNIQUES 

Touch based biometric like finger print, palm 
are still very old and widely used biometrics. 
According to many polls and estimates, 
fingerprints are the oldest and most widely 
used biometric technology. They are commonly 
utilized for a variety of purposes, including 
employer access to cash registers, ATMs, and 
purchase confirmation at many campus retailers 
[30, 31]. Figure 8 depicts a percentage-wise 
comparison of physiological biometrics. 

Use of touch based biometrics like face 
recognition, speech recognition, eye retina etc 

is also increasing because of hygiene and health 
problems especially after pandemics of COVID 19. 
Face recognition is the most widely recognized 
type of biometric security technology, since it is 
used to open mobile applications and search the 
FBI database [32]. Corporations and government 
now regularly utilize pale and durable biometrics. 
For example, Wells Fargo has incorporated both 
iris scanning and face recognition into mobile 
banking. It is also used in healthcare to identify 
patients and their medical histories. Air travelers 
at major airports in the United States United 
Arab emirate also  use speech recognition, eye 
retina, iris, and heartbeat readers. However, 
they are less commonly used due to features 
such as user friendliness, reduced cost, and 
simple installation [33].According to different 
survey reports and studies, the most commonly 
used type of touched biometrics is signature 
biometrics [34, 35]. For ages, signatures were 
used to authenticate papers, even in banking 
before technology was introduced.  Some other 
touch less biometrics like vocal recognition and 
vocal pattern analysis are also on the rise [36–
37].

 Biometric security systems have quickly 
emerged as an essential component of modern 
identity verification processes, particularly in 
light of rising need for robust, user-friendly, 
and scalable authentication techniques. 
Touched biometric systems—such as fingerprint 
identification, palm vein scanning, and hand 
geometry—have long been regarded as the gold 
standard in many industries because to their 
maturity, cost-effectiveness, and consistent 
performance under controlled settings [41], [42]. 
Fingerprint identification, in particular, is one of 
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the most widely used modalities worldwide due 
to its simplicity of acquisition and uniqueness 
[43]. However, research has discovered several 
downsides. Physical contact not only creates 
hygiene problems, particularly after COVID-19 
[44], but also causes sensor wear and impaired 
effectiveness in the presence of dirt, dampness, 
or injuries [45]. Furthermore, many commercial 
systems face unsolved issues with attackers or 
hackers such latent fingerprint recovery and 
spoofing [46].

On other hand touch less biometric 
technologies, have grown in popularity due to 
their non-contact and more sanitary nature. 

Facial recognition, iris scanning, and speech 
recognition are becoming increasingly used 
in high-security situations such as airports, 
hospitals, and cell phones [47], [48]. Recent 
improvements in machine learning and 
computer vision have considerably increased the 
accuracy and resilience of these systems, even in 
uncontrolled environments [49]. Nonetheless, 
touch less systems encounter environmental 
obstacles such as illumination sensitivity (for 
facial and iris detection), occlusions (e.g., masks 
or sunglasses), and background noise (for speech 
recognition) [50]. Following is detailed features 
based comparison between touch less and touch 
based biometrics systems [58]. 

Table:1 

Features based comparison between touch less and touch based biometric systems.

Features Touch based Biometric Touch less Biometric

Definition Needs physical touch with the sensor/device. 
Physical touch is not required; instead

Proximity or picture capture is used.
[55] 

Examples Fingerprint scanners, palm reader Face recognition, iris scanning, voice recognition, 
and touchless fingerprinting.[51]

Hygiene Less hygienic – germ transmission is easy. More hygienic – no contact needed.[23,33]

Speed Slightly slower due to physical contact 
process.

Generally faster, especially in high-throughput 
environments.[54][45]

User Experience Can feel intrusive or inconvenient. More convenient and user-friendly.[39]

Environmental Limitations Performance can be reduced because of dirt, 
moisture.

Affected by lighting (for face/iris), ambient noise 
(voice).[40]

Accuracy High accuracy under controlled conditions. High accuracy, but may suffer under poor 
conditions (e.g., lighting).[43]

Security Vulnerable to latent prints or spoofing (if not 
aliveness-aware).

latest systems may include aliveness detection (e.g., 
blinking in face ID).[47]

Finance Installation cost is low , generally. Its installation cost is higher  because of advanced 
sensors/cameras.[42]

Use Cases Offices, ATMs, door access, smart phones. Airports, smart phones (Face ID), healthcare, border 
control.[41,42]

Still usage of touch based is higher than 
usage of touch less biometric systems. Here is 
a pie chart showing the estimated global usage 

distribution of touched (60%) vs. touch less (40%) 
biometric technologies, based on industry trends 
and recent research insights[56][55].

Fig.5. pie chart of touch based and touch less
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CONCLUSION
Biometric authentication systems may be 

classified into physiological and behavioral 
categories, as well as touch-based and touch-
less biometric techniques. Physiological 
biometric features, like iris, palm, finger print, 
facial features etc, are based on stable and 
distinct bodily characteristics that provide high 
accuracy and long-term dependability.  Whereas 
behavioral biometrics, such as speech patterns, 
keyboard dynamics, and gait, analyses behaviors 
that may change over time yet nonetheless allow 
for ongoing and adaptive verification. Touch-
based systems need physical contact with a 
sensor, which might be impractical in terms of 
hygiene and convenience, particularly in public 
or hospital environments.  Touch less biometric 
techniques, like face or iris recognition; improve 
the user experience by allowing for quick, contact-
free interaction, making them more popular 
in current security situations. The decision to 
choose between these biometric techniques 
is determined by application requirements, 
environmental conditions, and acceptance 
among users, with new trends leading to the 
integration of various biometric modalities for 
increased robustness and usability.
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